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EXTENDED WEB SERVICE

DEBITSUCCESS TECHNOLOGY STACK

Our extended web services enableintegration with all aspects of the Debitsuccess Total Billing Solution,
includingtheability to manage complex clientpayment variations. Detailed client,call and auditdata whichis

gathered throughout the billingand creditcontrol process is accessible on demand.

Figure 1: The Stack

CREDIT CONTROL PROCESS:

Figure 2 contains the Debitsuccess’s credit control process in detail a distinct process.
e The extended web serviceallows creditcontrol call notes to be queried.

e Debt collection payment history via the credit control process to be queried.
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PROCESSPROCESS FLOW: MESSAGE ERROR HANDLING

ERROR HANDLING

This section contains a process flow example of how a web serviceconsumer can handlemessage error codes.
Figure 3 illustrates an example of this error handlingusecase.

STANDARD ERROR:

InFigure 3, a request has been send to the web serviceto posta new accountby the consumer of the web
service. The consumer of the web servicewill theninspect the responsecontent for error codes. The request
canbe reposted once the request message content has been corrected based on the error code.

RECOVERABLE ERROR:

The following codes are recoverable; these error codes arereturn when the request has passed validation but
processing of the message has failed to complete. Inthis casethe user of the web servicecanimplemented a

failed message queue to repost failed request made to the web serviceas seen inFigure 3.

Code Description

01 The serverisnot available

05 Request Time out

09 Failed to complete the process

11 Timeout/Deadlock Error- Please retry

NON-RECOVERABLE ERROR:

Code Description

06 Unknown exception occurred during processing of this message
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Figure 3: Error Handling Process
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PROCESS FLOW: RECONCILIATION

PAYMENT RECONCILIATION

This section provides information on how a consumer of the web servicecan possibly usethe web serviceto
reconcilea pay-out report with a customer’s transaction history.

PAYMENT REPORT:

Debitsuccess Pay-out (Finance Department) process will send out weekly payment reports to a consumer of
the web service. The weekly reports contain batch numbering for all transactions for the web consumer’s
customers and a date range (see Sample Pay-out Report Summary Only).

METHOD CALLS

The consumer of the web service can use the following web service methods to retrieve payment history
either for an individual or for the all the consumer’s customer.

e  Get Payment History By Account ID
e Get Payment History By Date Range

Note: The search criteria needs to be inclusive of the batch range numbers (see Sample Pay-out Report

Summary and Transaction)

RECONCILIATION:

With these methods and the payment history report the consumer of the web servicecanthen reconcile
transactions by usingtheconsumer’s own internal process. Ifanyissueof discrepancy arises the consumer of
the web servicecanresolve these directly with the Debitsuccess Financedepartment, this process is

represented inFigure4.
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Tax Invoice

eIt sucCCe:
Some Company DebitSuccess Pry Lid

P.O. Box 577
9 Sample Road P Woverley

VIC 3149
Am”md Ph: 1800 148848

3138 Fax: 1800 777084

GST / ABN: XX XX XX XX
Account: Some Company
Pa!ment Summary Information Amount
Payment Batches: 10/04/2012 (118247) to 16/04/2012 (118543)
Total amount collected $81,548.77
Less Commission on Direct Debit collections $1,184.74
Less Commission on Credit Card / Other collections $1,028.27
Less GST (at 10.00%) on Commission $221.30
Less money collected by you $936.90
Less Establishment fees paid by you $0.00
Less Deductions (see attached summary) $0.00
Plus your share of fees $2,276.24
Distribution amount $80,453.80
Paid into Bank Account: XXX-XX-X00000000( $80,453.80

Stafus Summary Information

Current Clients (at end of period) 4480
Added for period 29
Cancelled for period 32
Net for period -3

Printed On

Sample Pay-out Report Summary Only
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Payments Report

Payment Batch Range: 118247 to 118543

Lustomer pavments received I
mmmummmmmmummmmmmnmuMmmnmm

Name MTS Reference Your Reference Partidars Debit Date Balance

Mesk, Penny oC FMXO00000 OOBERSI52S -850 Mar 30 -$65.00
Wals  Catherine DD FMXOCOOOO!  FMOOBSEASS 16.95 apr 10 -$48 .05
Abbas, Forie DD FMXO00O0O!  same 86.45 apr 10 $38.40
Abbott, Tracey CC  FMXO0000 14.95 apr 10 $53.35
Accetts, Andres CC  PMXO0000O!  FMOOBEESH284 23.95 Apr 10 $77.30
Achieid, Jasmine O FMXO00000  FMOOBBESH0S2 16.25 apr 10 $94.25
Actuaro, Nathan DD FMXO0OOOXX  FMOOBBH0S0 19.85 apr 10 $114.20
Adams, Jemima DD FMXO0000O! 8 Elleen Ave, K 168.85 apr 10 $131.15
Adams, Teury DD FMIO000CO!  FMOOSSESESE24 33.20 apr 10 $165.05
Ahern, Nicki DD FMIO0000X  FMOOBSE93816 17.85 apr 10 $183.00
Akesson, Christian DO FMXO0000OK 16.85 apr 10 $195 95
Al=sson, Matthew DD FMXOCOO0O! 16.95 apr 10 $216.90
Abiston, Tara CC  FMXOOCOOD!  FMOOBSESHETS 12.95 apr 10 $236.85
Alder, Robert DD PMXO0000O!  FMOOBSESHSES 19.85 aApr 10 $256.80
Alderman, Tracey CC  FMXO0000OL FMOOBESSSR5S 38.90 apr 10 $256.70
Adeksic, Russell DD FMXOCOOCO.  FMOOBSESS207 168.85 Apr 10 $313.65
Adsxander, Beittany DD FMXO00000(  FMOOBSESS112 33.80 Apr 10 $347 .55
Alexander, Shermym DD FMXO0000O( 16.85 apr 10 $364.50
Allen, Bethary CC  FMXO0000O  FMOOBBE9SE14 19.85 apr 10 $384.45
Alles, Juanits CC  FMXO0000O! 16.85 Apr 10 $401.40
Allson, Tania CC  FMXOCOOOO!  FMOOBETIS0 1795 apr 10 $419.35

Sample Pay-Out Transaction Report
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Reconciliation Process

Web Service Consumer

Web Service

Debitsuccess

Receive Payment
Report

A

Request Payment
History

Fix Authentication

A

Re-Post Request
Payment History

Fix Request
Message- Repost |

Get Payment
History

Is Error

Recoverable

Yes

-

Re-Post Customer
Account (queue)

Contact
Debitsuccess

User Reconciliation

Send Failure Authenticate
—NO
Response Request
Yes
Send Failure .
Response < No Verify Request
Yes
Process Request
i Request
Send Failure
Response < \o Processed
ucessfull

A 4

‘ Send Success

Process

Payment Report
Send Via Email

Response

> Finance Dept

Reconciled

Phase

Figure 4: Reconciliation Process
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PROCESS FLOW: REAL TIME CREDIT CARD PAYMENT

REAL TIME CREDIT CARD PAYMENT

This section provides guidanceon a process flow for requesting real time credit card payment.

METHOD CALLS

The consumer of the web servicecan use the following web service methods to send real time creditcard
payment, and check the status of the request.

e Process Card Payment For Customer Account
e  Get CardPayment Status For Customer Account

PROCESS DESCRIPTION:

Figure 5 illustratethe process of requesting real time creditcard payment.

Initiatea creditcard payment by calling ProcessCardPaymentForCustomerAccount with the relevant
information. A successfulresponseis returned if the request message is process successfully, paymentstatus
informationis alsoreturned as partof the response. The user waits a recommend period of time of 1-4sec to

initiatea GetCardPaymentStatusForCustomerAccount.

The status codes returned inthe successful response from GetCardPaymentForStatusCustomerAccount:

Status Description

Decline Ifthis status is returned from GetCardPaymentStatusForCustomerAccount the payment was
not processed due to the informationin the request being inerror in which casethe user must
correct the request before reissuingthe ProcessCardPaymentForCustomerAccount request.

Busy Ifthis statusis returned from GetCardPaymentStatusForCustomerAccount the payment was
not processed due to the payment gateway being busy, the user must reissuethe
ProcessCardPaymentForCustomerAccount request.

Processing | If this status is returned from ProcessCardPaymentForCustomerAccountthen itmeans the
payment gateway is currently processingtherequested payment; the user should waitthe
recommended period of time of 1-4sec before issuinga
GetCardPaymentStatusForCustomerAccount.

Ifthis status is returned from the GetCardPaymentStatusForCustomerAccount the user should
waitfor a recommended period of time of 1-2sec before reissuinga
GetCardPaymentStatusForCustomerAccount request.

Complete | Ifthis statusis return from GetCardPaymentStatusForCustomerAccount, the payment was
successfully processed no further user actionis required.

Note: The flow does not go into the details of the message request structure pleaserefer to the user guide for

more information. The process flowalso does notillustratehow to handle message errors pleaserefer to Web

Message Error Handling process flow for guidanceon handlingweb message errors.
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Figure 5: Real Time Credit Card Payment Process Flow

CONNECTIVITY
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TROUBLESHOOTING GUIDANCE

The following provides guidanceif connectivity issues areencountered with accessing the extended web
service.

e Check firewalls settings for port 443(https)

e UseFiddlerto verifyrequest and post are getting to the service URL

e Use Visual Studio’s WcfTestClient.exe application to test the internal network is abletoreach external
web service

PHP TROUBLESHOOTING

WAMP REQUIRED EXTENSIONS:

The following extensions arerequired to be enabled if using WAMP, PHP development technologies

ENABLING REQUIRED EXTENSIONS:

Enable the following extensions:

e SOAP
e SSL

WAMP INSTRUCTIONS

Figure 6 and Figure 7 show how to enable these extensions via the WAMP launch bar.
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Powered by Alter Way
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Figure 6: Launch bar
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Figure7: PHP Extensions
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PROCESS FLOWCHART: STANDARD DEBITSCUCCESS RENEWAL MODEL

OVERVIEW

A Customer signs up a contractfor a specified term (say one year) with weekly, fortnightly or monthly payment
options with a consumer company (Debitsuccess (DS) client). The Consumer Company sends a copy of the
contract to DS. A new account for the customer is setup in the DS system and the billing process is initiated as
per terms in the contract. Once this customer account reaches end of term it may require renewal. Renewing
the customer account inthe DS system requires the existingaccountto be closed and a new (renewal) account
to be setup. However there are multiple scenarios to be considered before the new (renewal) account is setup
in the DS system.

DS-SIDE RENEWAL SCENARIOS

1. End of Term Scenario: The customer account reaches end of term and all payments have cleared.

e DS-Side Processing; The existing account reaches end of term and closes in the DS system. A
new account with existing customer details is setup in the DS system with the same
conditions as in the existing contract and billing continues for the new term.

2. Paid in Full Mid-Term Scenario: The customer account status is open and is being billed as per the
conditions in the contract, it is mid-term (say the fifth month) and the customer calls the DS call
centre and pays the remaining contract valuein full.

e DS-Side Processing: The existing customer account balance in the DS system becomes zero
(customer paidin full) and continues to be open until it reaches end of term and then closes.
A new account with existing customer details is setup in the DS system with the same
conditions as in the existing contract and billing continues for the new term.

NOTE: In both the Scenarios a new account isloaded only after DS has received a request from the Consumer Company. However, we
recommend the Debitsuccess Standard renewal Model for the Customer account to be correctly renewed.

PROCESS PRE-REQUISITES (CONSUMER COMPANY)

1. The Customer is required to authorise/agree to the renewal of account.

2. The Consumer Company should notify the customer well before end of term (say 30 days before) via
email or letter stating that the account will be renewed, for the customer to opt-out. (Note:
depending on the terms and conditions of the contract this communication may be for an opt-in
option and the notification period may vary)

3. The Consumer Company should make the request to renew a customer’s account at least 3 days
(recommended) prior to the end of term to avoid gaps in the billing cycle.

4. The Consumer Company should store all legal communication with the customer at the time of the
renewal, to be produced in case of a dispute.

5. The Consumer Company should maintain a database with updated records of the customer’s account
details (e.g. account start date, renewal date, payment details etc.) at all times in synch with the DS
system via the DS web services to be able to use this information to process renewals and renewal
notification.
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STANDARD DEBITSUCCESS RENEWAL MODEL (RECOMMENDED*)

* Please contact the Debitsuccess BDM for custom requirements.

NOTE:

1. TheStandard Debitsuccess Renewal Modal includes The Renewal process and the Renewal Notification process.

Renewal Letter should include a note to the customer that the payment debits will continue as regular post renewal.

2.
3. The6daytransition period acts as a buffer to check for reversals/bounced payments.
4 DS Daily status report includes details on all accounts where the customers have paid in full, represented as request to cancel.

Renewal Process

Consumer Company

Debitsuccess

A 4

Renewal Process

REN Notification Status

= Sent,
Customer REN Auth. = |
Yes
& REN Req. Status to
DS= Not Sent

if YES then CAL

L:GetCustomerAccountBylD:
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h 4

6 Day Transition |
Delay

DS Server

If YES then CALL:GetCustomerAccountBylD.

DS Response

=0 & Closed
Reason= End of
term

Yes

to DS (CALL:

Send Renewal Request

4

PostCustomerAccountForE
xistingCustomer)

Renewal Process Set REN Req. Status to
End DS =Sent

Existing Account reaches

End of term and closes.

New Account Created in

DS system; Billing cycle
restarts

DS Daily Status
report

—

DS sends
Welcome Letter
to Customer
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Renewal Notification Process
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